FDA 21 CFR part 11 compliance
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Procedure to Enable FDA 21 CFR Part-11 compliance on the Recorder:
fEECERF EEUH FDA 21 CFR Part-11 S FEA2F7

1. Power on the Recorder BfEIEC 8% 23T H 5 R

Realtime Dump

Mode Clear
Alarm Operate
Status Config

History Pause
Event Logout

More ShutDown [




3. Select Instrument from Configuration Menu
TR REAE s T A B

Configuration

Configuration

~Channel

Save - Al y %

| »

DI
~Math
~AD
Load ~-DO h 4
- External
~Display

- Timer

~Clock
~Communication
~User Account
-Demo: Enable

- Auto-Output L /A\

- 8ystem Information
A alihrato hd

Default

4. Change Security Mode to CFR-21 to Enable FDA 21 CFR Part 11 compliance on the Recorder
B2 MRy CFR-21 » DLAF Recorde Ry FDA 21 CFR Part 11 &7 1

Instrument

Instrument |
~Language: English o

®Security Mode: CFR-21

~Logout: 10 Min y %

----- Password validity: Unlimited

----- Security Level of Functions
-Login From PC: 9
-Dump: 9 h 4
~Clear: 9 o
~Operate; 9

- Config: 9

-Pause: 9

~ShutDown: 9

-Batch Control: Disable

~‘Yolume: 1

- Tool Bar h

Back




5. The Log out time for the user, Validity for the Passwords and Security Level for Each functions can
be Selected on the setting. The Security Level can be Set from 1 to 9. The Security Level 1 will be
the Lower level and the Security Level 9 will be higher level of access.

PP HVEESHESE - BHEIREAY S A2 A A U A DA E S B R B4 - L2 i)
AT LIGE 1 BB Ry 9.2 801 171K Ryl (Rl ml] » 22 4R nl] 9 ik By B = &R R T -

D After this press back button and Home button to Save the Configuration. The Recorder must be
restarted to Enable the Changes on the Configuration which will enable FDA 21 CFR Part-11
Compliance Feature on the Recorder.

F I SR F AN £ H I s R RCE. » WHE TR E SO LR CE LAY
BTk LAY FDA 21 CFR Part-11 & MEDRE

D After Reboot the Recorder need to be Set with Password for the users needed to access the
Recorder.

ETRENR » SCRR TR Ralit sCikas TR0y F Fac B -

Realtime

Lser [<ame

Passwaord

Login

Change Password




D Select the User name and Enter the Password to Login. If it is the first time to select the user then
the Recorder will prompt you to set the password for that user.

2B

B FS > WA RSN o WRES —KEFENF - ARCsas R~ E B P R3S

Realtime

Password

The password is expired. Please
enter a new password,




Change Password

Passwiord

Carcel

03/18 0318415 03/18/15

L ! gl
1n16:31 101311 1019:51 10:23:11

Al

99.4 | 7222

03/18/15

10:24:51



D After Login Select the User Account Menu in Configuration Menu to Create the user and assign
their Security level. Maximum 30 users can be created.

SRR TN BB B TR A PR P R B DAREE A Py BC e 2k - i % I Al
72 30 {EH = -

Configuration

Configuration

~Channel

Save - AL V%

| »

~Math
Load DO A 4
- External
~Display

- Timer

~Clock
~Communication
- Instrument

-Demo: Enable

- Auto-Output L /‘\

- 8ystem Information

~Calihrato hd

Default




User Account

1 2 [3 |4 |5 |6 |7 |8 |9 |10 |11 _<|»]

----- Actwe Enable

----- Security Level: 9 A
v
—l

‘ ’ Back

Procedure to Sign the Records: %2240 $F1VFE 7

1. Open Historical Viewer Software on the PC 1725 i - Bl f i i

2. Create a New Project with the selection of Recorder type and the file path
S RIS E R

.r Create a new project e E e |

-Create project type

¢ oK X cancel l




| Create a new project ﬁ1
pre)

MNew Project

Enter the new name FDA Test

Select file path

) Storage Media C:\

@ Ethernet 192.168.0.229

OK ‘ ‘ Cancel

3. Login with the Specific user and Password already created on the Recorder to Connect with PC.

{5 FHECER R R EATERRr € F PRI S5 5k I PC 2852

r =

Lagin

User |Thillai '|

Password *¥%¥

| Change Password |

| OK | | Cancel |

4. After Successful Login Press Yes on the below Message to receive the Configuration Setting of
the Recorder.

I R% - AR - BAERERITECE R
rlnformation L—‘ﬂj

:l Do you want to receive configuration data now? (Y/N)

[ Yes ] [ No




5. Login with the Specific user and Password already created on the Recorder to Connect with PC.

{EFTE PC LAY E P A E S T 50k

-

Lagin

User |Thillai v |

Password *¥%¥

| Change Password |

| OK | | Cancel |

e P

6. The Configuration Software will receive the Configuration from the Recorder.

AR e SC SR e FEURHRE R

B Display measured values ]| /@ Display/Change configuration data from: CAProg

Fie) Edt® Vet O [Tho(r)  Em(E) LanguageL) Heb()
D& & DREX B T+>2 B
B channe] Al
AL
DI 1 2 [3 J4 [5 Je [z s Jo Jwo [un [a2 [13 [aa [Jas [ele
Math B
AO Name AI1 Desc Type [
bo Fiter
- External
Display Log E g
& Tools Data Type |2 Byte Value Range: -3276.8 ~ 3276.7
Timer Trigger Method
Clock
Communication Speed |1 Sec/Dot &
Instrument )
-User Account Offset 0.0 Gain 1.0
Demo Sensor
Auto-Output Type |Thermocouple J Type - Unit: [oC  ~ 5
gk o [ ple ) Typ ] ]
Range [-200.0 ~ 1100.0 -
Events
No. Type  Setpoint Log Message Job1 Job2 Hysteresis
1H ~|840.0 [ Log Alarm - No Action |No Action [0.0
2 L ~|(60.0 Log Alarm i No Action | No Action |0.0
3 |[HH ~(|937.5 | Log Alarm & No Action |No Action |0.0
4 ||LL ¥|[-37.5 | Log Alarm 5 No Action | No Action (0.0 L4
5 lError -0 10a Alarm -l No Action | No Action 0.0 =

7. Now Close the Configuration Software to Open Historical Viewer Software

REPAZHAE - BHEEAZ LS
8. Select Yes to Save the Configuration #E{52"YES ({74 A

Information e ey

) Do you want to save changed data? (Y/N)

‘ e [




9. Login with Specific user and Password already created on the Recorder.

sCikas B LRIV E F P RIS S %

User: |Thillai

Password: |**=%

Change password

 OK X Cancel

10. Import the measured data automatically from Recorder by pressing Yes on the below Message

72 s E B E AN EBIE

(0) New you can import measured data !! Continue 7(Y/N)

11. The measured data can be imported manually from the Recorder by clicking on the import
fi"YES' /EIJ BINEE AT LI RRes TENEA

ogram Files Historical Viewer Historical\FDA Test2.daq T . -

File(F) Edlt(E) View(V) Display(D) Page(P) Search(S) Language(l) Help(H)
TN L ELIERE VLT EAVELES S @0 8 [eomsee <] |[EEwF WE
| R A

besd

12. Check all the Data. ff=78iE

13. Then click on Signature at task bar available at bottom side of the screen in the historical viewer

PR TR TR S AR A T R D A (S _E Ry %

™) Al (Rearmost)
1 ™ Al2

™ Al3

™ Al4

w AlS
1 ¥ Als (Forefront)




14. Then signature section will appear as follows 7A7% g 450 &~ 20

MNo. | Signature | Time | Status | Comment
. | 1 Thillzi 03/18/15 11:07:00 Pass QK
= 2 Administrator 03/13/15 11:12:23 Pass Chedk

Pagel |Zoom Rate:53.3 Sec/Dot |Index Time: 03/18/15 01:30:02

15. By default “Sign” button will be disabled as shown above. Once latest data is imported from

recorder to PC using | Icon, then “Sign” button is enabled. Now user can sign the record with
his comments as per the following image.

“Sign"t SR EER > W1 RN o (F HEER o iR e si sk es B AER - AR
B *Sign™tze it - BRAE - B P A DUz IR EL T B G LA AR am 2 s 4 a0 gk o

Mo, | Signature | Time | Status | Comment
Sian 1 Thillzi 03/18/15 11:07:00 Pass OK
'a 2 Administrator 03/18/15 11:12:23 Pass Check

Pagel Zoom Rate :53.4 Sec/Dot Index Time : 03/18/15 01:31:05

[



© |Thilai

Password: |**==

Status: |pass

Comment: | All Data Good|

 OK

Status: Select Pass/ Fail jfiFE © 75E5E 757/ 2 H
Comment: Give your comments about the checked data #2 (L /43 ¥ i S i 19 2% AL
Then press “OK” to complete signature process which is equal to signing of paper record.

PR R e I B A E SC B A Rl 2 R AR

FDA CFR21 Part 11 Section 11.10 (b)

“The ability to generate accurate and complete copies of records in both human readable and
electronic form suitable for inspection, review, and copying by the agency (FDA)"

Paperless recorder can create process data files on Secure Digital memory (SD card) or on
USB Flash Disk in proprietary format. These data files are created from secure records stored in
internal flash memory. Error detection algorithms are employed to ensure that the stored data
faithfully represents the actual raw measurements made by the recorder. Each write to the archive
media is also verified to ensure the integrity of the data record. The archived process data files can
be viewed using the Historical Viewer review software. The data can be viewed and printed in
graphical formats. Standard spreadsheet formats (e.g. Microsoft Excel) of the archived data files
can be created for viewing by users who do not have the review software.

REFH LUBFH T RS (FDA) Bl - BFANIE RN A AT AN E 7 20 A B RN S FE RSO R R A

TEARGCEREE T DME L 2B ey (SD) SE &Ry USB POfFis LATZBRR S - B
B S FEEAE B P T Ay e EacsraliE - (g S N EUA KR F RV ER T E M FoRd
sCHa EITHYE IR FUONE o FERERE N EE AU EEEE - DIHECRBIRECErA e B o nIPUE
P SR s Rt BB AR IR U - BIE AT DALAEI AR EBAHTED -« ] DIAIEETTE
BB SRR T AR (B0 Microsoft Excel) -~ B AZFERRAHFEEE -



D The Historical data can be Viewed and Printed in Graphical format like below image.

P S il LA AR & B RIS TED » 4 FERTR

Batch Number: FDA Batch 1 Signature: Thillai
Project: FDA Test2 From: 03/18/15 10:32:22

Unit Name:PR20 Historical Data To: 03/18/15 10:54:13

T 502

..................................................................................................................

486.8 11619



D The Historical data and Event data can be Viewed and Printed in Standard Spreadsheet format
like below image

JEE SRR AN s o] DAL AE B T RARR A E B NI TEL > 20T

FT7s

Historical torical\FDA Test2.dag =@ %
Language(l) Help(H)

H® 088 w3005 isie || FEaBwW

File(F) Edit(E) View(V) D
2 &
[# % 2 |1scale -]

Select Pens

Speed value below will be the dot interval of all the pen
" The display of Trend (" Time period @ Al data to be exported,

Spee

From: | !

Source List: Destination List:

AL
o | E= 18 > | [ar2
Al9 A3
110 5] [a2
Al AlS
A2 16
113 <
14
Database Option AlLS
e a3
Export format : 17

Microsoft Text (*.csv)

[ Penfie:  [C:Program Fies istorical Viewer Historical VDA Test2) =
o€
= [V Event fle:  [Cr\Program Files\Historical Viewer Historical VDA Test2\ 3‘
v AIl (Rearmost)
")
T 4 A3 ' Ok X cancel
v Al
“ AlS
1= Al6 (Forefront)

Seek by Tag Name | Seek by Event/Alarm | Seek by Trend Remark | Seek by Signature | Trend Scale List

Pagel Zoom Rate :1 Sec/Dot Index Time : 03/18/1510:53:54

Event File Image: Z5{4-fE 25

39 Y= ) DB.Event - Microsoft Excel

220 Home Insert Page Layout Formulas Data Review View Add-Ins Foxit Reader PDF @ - =X
== | ¥ cut e > == = = = = Em == 7w T " = AutoSum ,;A? 5
I (P Calibri 11 A A | | SiwrepTet General &) o B & = ﬂ_] G- 7 }a
" | ot [ B2 e o | (800 0[] Contrn o 0 | e oo rom | o, gt s
Clipboard = Font = Alignment & Number gl Styles Cells Editing
116 > Qe & ]
A B Cc b E F G H | 4 K L M N o P Q R S
94 LoAlarm Alld 18-03-15 10:18 Terminated 20
95 HiAlarm AIL7 18-03-15 10:18 Terminated 80
96 LoAlarm Al2 18-03-15 10:18 Terminated 52.61
97 LoloAlarm  AIl 18-03-15 10:18 Terminated -43.6
98 LoLoAlarm  AI2 18-03-15 10:18 Terminated -66.92
99 LoAlarm Al3 18-03-1510:18 Terminated ~ -136.63
100 LoLoAlarm  AI8 18-03-15 10:20 Terminated -89.92
101 LoAlarm Al9 18-03-15 10:20 Terminated -214.41
102 Logout Thillai 18-03-1510:24
103 Login Thillai 18-03-1510:29
104 NetLogin Thillai 18-03-15 10:40
105 NetLogout  Thillai 18-03-15 10:40
106 Logout Thillai 18-03-15 10:40
107 Netlogin Thillai 18-03-15 10:45
108 Login Thillai 18-03-15 10:46
109 Netlogout  Thillai 18-03-1510:51
110 Logout Thillai 18-03-15 10:56
111 NetLogin Thillai 18-03-1511:01
112 NetDump Administrator 18-03-1511:07
113 NetDump Administrator 18-03-1511:12
114 NetDump Administrator 18-03-1511:14
115 PowerOff 18-03-1511:26
116, PowerOn 18-03-15 11:27
117 LoAlarm Al7 18-03-15 11:27 Terminated -208.66
118 LoLoAlarm Al7 18-03-15 11:27 Terminated -208.66
4 4 » ¥ | DB_Event /¥J [ I

Ready [EEEEr e



Pen File Image: Gt 5S8R AE ZE

|GAE] )i ~ - - e 031815113829 Pen - Microsoft Excel
= =
Home Insert Page Layout Formulas Data Review View Add-Ins Foxit Reader PDF © - = x
=] % cut = i B | B e B | 2 Autosun - A 3
3 | e [ 1= o = i = A
ol Calibri 1 A A =I[®-| |SiwmapTtea General i’é B B = e L? ‘}a
Paste U@ Al lEE= S Merge & ceniter -9 <8 9| Conditional Format Cell | Insert Delete Format Sort& Find &
¢ Fomatpainter || B4 T T][D = ExMerges contec |18/ 091|858 Formatting - as Table ~ Styles~ |~ - - || ZCears  Fiter~ Select~
Clipboard £ Font i Alignment r] Number £l Styles Cells Editing
| a1~ Dste - - - - o - o - o o o o - &
A 8 c D 3 3 G H 1 J K L ™M N o P a R s T u i
1[pate  Jrime an A2 A3 Al4 AlS Al6 A7 AI8 AI9 AIL0 AlLl AI12 AI13 Al14 AlLS All6 All7 A8 a9 o
2 Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant Instant]
3 °c °c °c °c °c °c °F °F °F °F °F °F °c % % % % % °F
4| 17.03-15 15:46:49 7095 8228 1541  37L8 10311 9152 22 1136 -147.8 1533 12667 13705 1227  67.43 5871  23.85 3257 4128 191
5 | 17-03-15 15:46:50 717.6 8314 156.9 375.1 1034.9 917.1 -11.8 124.3 -144.3 157.5 1271.5 1372.8 124.8 68 59 22.98 31.98 40.99 190
6 | 17-03-15 15:46:51 726.2 840.4 159.9 378.7 1038.9 919.1 -1 135.7 -140.6 162 1276.6 1375.4 127.1 68.62 59.31 22.05 31.36 40.68 190
7 | 17-03-15 1546:52 7348 8494  162.8 3822 10429 921 99 1472 -1369 1665 12817 13779  129.3  69.25  59.62 2111 3074 4037 189
8 | 17-03-15 1546:53  743.7  858.7 1659  385.8 1047 9231 212 1591 -1329 1712 12869 1380.5 1316  69.89  59.94  20.14 301 4005 188
9 | 17-03-15 15:46:54 752.7 868.3 169 389.6 1051.2 925.2 329 171.4 -128.9 176 1292.4 1383.2 134 70.56 60.28 19.14 29.43 39.71 187,
10 17-03-15 15:46:55 761.7 877.7 172.1 393.3 1055.4 927.3 44.6 183.7 -124.9 180.8 1297.9 1386 136.4 71.23 60.61 18.14 28.77 39.38 186
11| 17-03-15 1546:56 7707 8871 1751 3969 1059.6  929.4 56.3 196 -1209 1856 1303.3 13887 1388  71.89  60.94  17.14 281 39.05 185
12| 17-03-15 1546:57 7795 8964  178.1  400.5 1063.8 9314 68 2083 -1169 1904 13088 13914 1412 7256 6128 1615 2743 3871 185
13 17-03-15 15:46:58 788.2 905.6 181.1 404.1 1067.9 933.5 79.7 220.6 -112.8 195.2 1314.2 1394.1 143.6 73.23 61.61 15.15 26.77 38.38 184/
14 17-03-15 15:46:59 796.9 914.7 184.1 407.7 1071.9 935.5 91.4 232.9 -108.8 200.1 1319.7 1396.8 146 73.89 61.94 14.15 26.1 38.05 183

15 17-03-15 15:47:00 804.4 922.6 186.8 410.8 1075.4 937.2 101.6 243.6 -105.3 204.3 1324.5 1399.1 148.1 74.47 62.24 13.28 25.52 37.75 182
16 17-03-15 15:47:01 811.8 930.4 189.3 413.9 1078.8 938.9 111.7 254.2 -101.9 208.4 1329.2 1401.5 150.2 75.05 62.52 12.42 24.94 37.47 181

17 17-03-15 15:47:02 820 938.9 192.1 417.2 10826 940.8 123 266.1 -98 2131 13344 14041 152.5 75.69 62.34 11.45 24.3 3715 180
18 17-03-15 15:47:03 827.8 947.1 194.83 4204 1086.3 942.6 133.9 277.6 -94.3 217.6 13395  1406.7 154.7 76.32 63.15 10.51 23.67 36.84 17
19 17-03-15 15:47:04 835.7 955.5 197.5 423.7 1090 944.4 145.2 289.5 -90.3 222.2 1344.8 1409.3 157.1 76.96 63.47 9.54 23.03 36.52 178
20 17-03-15 15:47:05 843.3 963.5 200.1 426.8 1093.5 946.2 156.1 301 -86.6 226.7 1349.9 1411.8 159.3 77.59 63.79 8.61 22.41 36.2 177,
21 17-03-15 15:47:06 850.6 9711 202.6 429.8  1096.9 947.9 166.7 312 -83 2311 1354.8 14143 161.4 78.19 64.09 7.72 21.81 359 176
22 17-03-15 15:47:07 858.3 979.3 2053 433 1100.5 949.7 178 323.9 -79.1 2357  1360.1  1416.9 163.8 78.83 64.41 6.75 21.17 3558 175
23 17-03-15 15:47:08 865.7 987 207.8 436.1 1103.9 951.4 188.9 335.4 -75.4 240.2 1365.2 1419.4 166 79.45 64.72 5.82 20.54 35.27 174,
24 17-03-15 15:47:09 872.7 994.4 2103 433 1107.2 953 199.4 346.5 -71.7 244.6 1370.1 1421.9 168.2 80.05 65.02 4.91 19.94 34.97 173
25 17-03-15 15:47:10 879.7 10017 212.6 4418 1110.5 954.6 210 357.5 -68.1 248.9 1375 14243 170.3 80.65 65.32 4.01 19.34 34.67 171§
4 4> M| 031815113829 Pen  J ] - 0]
Resdy [ =TT e ==

FDA CFR21 Part 11 Section11.10 (c)

“Protection of records to enable their accurate and ready retrieval throughout the records retention
period”

Paperless recorder use solid state flash memory, for data storage, in the form of Secure
Digital card or USB Flash Disk. Data retention for this device is specified at a minimum of 10 years.
It provides Zero power data retention i.e. the data integrity is not dependent on battery back-up. The
data is not affected by magnetic fields. For even longer term data storage the archive files can be
copied to CDROM or to a network file server.

FDA CFR21 Part 11 Section11.10 (d)
“Limiting system access to authorized individuals.”

Paperless recorder provide the ability to limit access to the instruments configuration and
critical operator functions. For each user a unique id and password can be created for access to the
configuration parameters. The id and password can be alphanumeric and up to 18 characters in
length. In order to gain access to the configuration parameters, a valid operator id and password
combination should to be entered. Any modification of the instruments configuration is recorded in
the audit log identifying the user responsible for the change. Paperless recorder will logout
automatically after a period of inactivity say 10 minutes.



Instrument

Instrument EEEas

Language -
Security M 10 Min
Logouty hicable )
Passwo 1 Min
Security |2 Min
Logir| [3 Min A
[}umr 4 Min
Clear g m'n —
] in
Dpe;_‘ 7 Min v
Confi 3 Min
Pausq |9 Min
Shutl]
Batch Con
VYolume: 1

Tool Bar OK Cancel




Instrument

Instrument l

Language: English
Security Mode: CFR-21
Password validity: Unlimited
Security Level of Functions
Login From PC: 9
Dump: 9
Clear: 9
Operate: 9
Config: 9
Pause: 9
ShutDown: 9
Batch Control: Disable
Volume: 1
Tool Bar

Back




Realtime

|lser MName

Passwaord

Login

Change Password

B Display measured values from historical data of ]
File(F) Edit(E) View Display(D) Page(P) Search(S} Language(l) Help(H)
&

‘ User |Thillai ¥

Password ****

‘ Change Password ‘

H ‘ OK ‘ ‘ Cancel ‘




B Display measured values from historical data of C:\Program Files\Historical Viewer\Historical\Test FDA.daq

File(F) Editl) View(V) Display(D) Page(P) Search(S) Language(l) Help(H)
& EEE | b EFHE® | 588 |« | Q06 B |zeomsze | Eafw
B 9 |[iscae <18 4

1760.0

1579.0
1398.0-
1217.0
1036.0

855.0

User: [Th\Hal LJ

Password: [===]

Change password ‘

‘ OK G | ‘
s X cacs i 11:49:41

18/03/15 18/03/15 . 18/03/15

11:34:41 11:36:21

AIl (Rearmost)

v

1 ¢ AR
v AI3
v
v
v

AM
Al5
Al6 (Forefront)

1

Seek by Tag Name | Seek by Event/Alarm | Seek by Trend Remark | Seek by Signature | Trend Scale List |

Pagel Zoom Rate :1.0 Sec/Dot Index Time : 18/03/15 11:40:26

FDA CFR21 Part 11 Section11.10 (e)

“Use of secure, computer-generated, time-stamped audit trails to independently record the date
and time of operator actions that create, modify or delete electronic records”, Record changes shall not
obscure previously recorded information. Such audit trail documentation shall be retained at least as long
as that required for the subject electronic records and shall be available for agency review and copying”

The Paperless recorders automatically produce a time stamped audit trail that includes
power failure and recovery, configuration changes, data dumping and clearing, critical operator
functions. This information is stored in an audit log which can be archived to a permanent file on
Secure Digital card or on USB Flash Disk. A separate alarm/event log automatically produces a
time stamped record of all alarm state changes and can also be archived to a permanent file.



Event

Event |Report |
Mo, | Active Time Type Mame -~
Storage
Internal
L -
A ) 4

Display measured values from historical data of C:AProgram Files\Historical Viewer\Historical\Test FDAGag . i o i i i SRy ™ >
File(F) Edit() View(V) Display(D) Page(P) Search(S) Language(l) Help(H)

DR EESE S BIF&s

R £

No./Ack | Type | source | Active Time | Clear Time | value/Contents
1 NetDump Administrator 18/03/15 11:28:49
20 LoAlarm AL19 18/03/15 11:29:29 Terminated 132.18
30 LoAlarm AIZ0 18/03/15 11:29:39 Terminated 133.34
40 LoLoAlarm Alg 8/03/15 11:29:42 r -40.47
s O HiAlarm a7 1547.51
6 O HiAlarm AI8 1910.06
7 0 LoLoAlarm AI20 92.58
8 0 LoAlarm AL21 21528
8 O HiHiAlarm a7 1721.84
00 HiHiAlarm AI8 2129.00
10 Hidlarm AI9 514.82
120 LoAlarm ALz -13.44
130 HiAlarm Alts 80.60.
140 LoLoAlarm AI13 -30.00
150 HiHiAlarm AlIE 87.50.
160 LoAlarm Al 55.66
70 LoAlarm AlL4 19.73
80 HiAlarm A7 80.27
10 LoAlarm A2 56.30
20 LoLoAlarm AnL -39.59
210 LoLoAlarm a2 -68.75
20 LoAlarm A3 -137.23
230 LoLoAlarm Al8 94.84
240 LoAlarm A8 -216.02
25 Logout. Thilli

2% Login Thillai

= Netiogout Thilai

2 NetLogin  Thilai

30 Netlogout Thillai

32 Netiogin Thillai




FDA CFR21 Part 11 Section 11.10 (g)

“Use of authority checks to ensure that only authorized individuals can use the system,
electronically sign a record, access the operation or computer system input or output device, alter a record,
or perform the operation at hand.”

The Recorders security system outlined in part d) limits access to the system to modify any
configuration parameters.

FDA CFR21 Part 11 Section 11.10 (h)

“Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the source of
data input or operational instruction".

System errors and input channel status are logged

FDA CFR21 Part 11 Section 11.10 (i)

“‘Determination that the persons who develop, maintain, or use electronic record/electronic
signature systems have the education, training and experience to perform their assigned tasks.”

Only suitably qualified people are employed in product design & development and their
training is updated to meet advances in technology.

FDA CFR21 Part 11 Section 11.10 (k)

“Use of appropriate controls over systems documentation including:

(1) Adequate controls over the distribution of, access to, and use of documentation for system
operation and maintenance.

(2) Revision and change control procedures to maintain an audit trail that documents time-
sequenced development and modification of systems documentation.”

A design control system is used which is fully documented and traceable. Documentation is
provided for installation, configuration and operation in the instruments User Guide.



FDA CFR21 Part 11 Sub Part C Section 11.300: Controls for identification
codes/passwords

"Persons who use electronic signatures based upon use of identification codes in combination with
passwords shall employ controls to ensure their security and integrity. Such controls shall include:

(a) Maintaining the uniqueness of each combined identification code and password, such that no
two individuals have the same combination of identification code and password.

(b) Ensuring that identification code and password issuances are periodically checked, recalled, or
revised (e.g., to cover such events as password aging).

(c) Following loss management procedures to electronically deauthorize lost, stolen, missing, or
otherwise potentially compromised tokens, cards, and other devices that bear or generate identification
code or password information, and to issue temporary or permanent replacements using Suitable, rigorous
controls.

(d) Use of transaction safeguards to prevent unauthorized use of passwords and/or identification
codes, and to detect and report in an immediate and urgent manner any attempts at their unauthorized use
to the system security unit, and, as appropriate, to organizational management.

Any duplication of user name from a new created account will be forbidden.

e

User Account

1 |2 3 |4 |s |6 |7 |8 |9 |10 |11 _<|»
""" User Name: Thillai

. Active: Enable

----- Security Level: 1

User Name is conflicted!




Force the user to enter a new password when the time of password expires.

Instrument o e ‘
Instrument S - |
~Language
~Security M 30 days

~Logouty 1 imited
~Passwo
~Security |60 days
~Logirt 90 days y N
- Bump
- Clean
- Oper;
- Confi v
- Pauss
-~ Shutll
- Batch Con
~Volume: 1
-~ Tool Bar OK Cancel




Realtime Pagel

|_lser [Name
Password

The password is expired. Flease
enter a new password.

Change Password

18/04/15 18/04/15 18/04/15 18/04/15
13:04:36 13:06:16

13:07:56

18/04/15 18/04/15: _
131116 13:12:567

13:09:36

AIS

149 [ 626.4




Any event of failed login will be logged for audit trail.

Event

Event

R.eport |

Storage

Internal

g




